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C and Assembly Language



Characteristics of the high level programming languages
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Characteristics of the assembly programming languages
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Why should we understand the assembly code
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From writing assembly code to understand
assembly code
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Turning C into Object Code

- Code in files pl.c p2.c
- Compile with command: gce -0g pl.c p2.c -0 p
- Use basic optimizations (-0g) [New to recent versions of GCC]
* Put resulting binary in file p

text

text

binary

binary

Cprogram (pl.c p2.c)

Compiler (gcc -Og -S)

Asm program (pl.s p2.s)

Assembler (gcc or as)

Object program (pl.o p2.0)

Static libraries

(.a)

Linker (gccor 1d

Executable program (p)




Compiling Into Assembly

C Code Generated x86-64 Assembly
long plus(long x, long y) sumstore:
pushq $rbx
void sumstore(long x, long vy, movq rdx, 3rbx
long *dest) call plus
{ movq $rax, (%rbx)
long t = plus(x, y): popdq $rbx
*dest = t; ret
}

Obtain (on shark machine) with command
gcec -O0g —S sum.c
Produces file sum. s

Warning: Will get very different results on other machines (Andrew

Linux, Mac 0S-X, ...) due to different versions of gcc and different
compiler settings.



Disassembling Object Code

Disassembled

0000000000400595 <sumstore>:
400595: 53 push $rbx
400596: 48 89 d3 mov %$rdx, $rbx
400599: e8 f2 ff ff ff callg 400590 <plus>
40059%9e: 48 89 03 mov $rax, ($rbx)
4005al1l: 5b pop $rbx
4005a2: c3 retqg

Disassembler
objdump -d sum
- Useful tool for examining object code

- Analyzes bit pattern of series of instructions

- Produces approximate rendition of assembly code
- Can be run on either a.out (complete executable) or .o file



Alternate Disassembly

Object Disassembled
0x0400595:;
0x53 Dump of assembler code for function sumstore:
0x48 0x0000000000400595 <+0>: push $rbx
0x89 0x0000000000400596 <+1>: mov %$rdx, $rbx
0xd3 0x0000000000400599 <+4>: callg 0x400590 <plus>
Oxe8 0x000000000040059%9e <+9>: mov $rax, ($rbx)
Ox£2 0x00000000004005a1 <+12>:pop $rbx
Oxff 0x00000000004005a2 <+13>:retqg
Oxff . .
Ox£Ef * Within gdb Debugger
0x48 gdb sum
0x89 _
0x03 disassemble sumstore
0x5b - Disassemble procedure
Oxc3 x/14xb sumstore

- Examine the 14 bytes starting at sumstore



What Can be Disassembled?

% objdump -d WINWORD.EXE
WINWORD .EXE: file format pei-i386

No symbols in "WINWORD.EXE".
Disassembly of section .text.:

30001000 <.text>:

30001000:

30001001: . . .
30001003 : Reverse engineering forbidden by
30001005 : Microsoft End User License Agreement
3000100a:

» Anything that can be interpreted as executable code

- Disassembler examines bytes and reconstructs assembly
source



Code Examples

//C code
int accum = 0;
int sum(int x,
{
int t = x+y;
accum += t;
return t;

int y)

12
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Code Examples

instruction
//C code sum:
int accum = 0; —_—
int sum(int x, int y) pUShl %ebp
{ o o
int t = xéy: | movl %esp, 3ebp
accum += t; movl 12 (%ebp) ,%eax
t t;
y oo addl 8 (%ebp) ,%$eax
Obtain with command addl %eax, accum
gcc -02 -S code.c movl %ebp, %eSp
Assembly file code . s popl %ebp
ret

14




From C Codes to Assembly codes

- Instruction
- Performs a very elementary operation only

* Add two sighed integers
- C code:

'Wﬂij

- Asslembly code:
_ raddl 8(%eb ), %eeax >
- Add 2 4-byte integers
» Similar to expression x +=y

15



Operands

* In high level languages

- Either constants

- Or variable
- Example
S -A=-A+4

&
& [

constant

16



Assembly Code

- Operands:
- X: Register
- y: Memory

JoeaX
M["/oebp+8] _

- 4 Immediate $4 A

17



e R Menon
CPU

Register file
PC I l ALU

Bus interface

System bus  Memory bus

o /O l
bridge.

Main
memory

The fastest storage units in computer
systems, 32-bit long



Registerd& Memory: Name & Value

- Two important concepts
- Name and value

« WRITE(name, value)  value «— READ(name)
« WRITE operation specifies

- a value to be remembered

- a name by which one can recall that value in the

future

+ READ operation specifies

- the name of some previous remembered value

- the memory device returns that value

19



Registers vs. Virtual Memory

* How to hame registers
- Using specific names,
- For example, in IA-32
+ Joeax, loecx, Joedx, Joebx, %esi, ledi, Toesp, loebp

* How to name virtual memory
- Using address as we have studied

+ What's the difference
- Accessing values in Registers is fast
- Number of the registers is small

- Most modern instructions can access registers only (
RISO

20



Where are the variables? — registers & Memory

Deiiiiiiii
Oxfffffffe

addresses contents

ooooooooo

0x2

Ox1

0x0




Operands

» Counterparts in assembly languages

- Immediate ( constant )
- Register ( variable )

- Memory ( variable )  memory

- Example

movl 8(%ebp), %eax - register
addl $4, %eax

\ immediate

22



Express Operands in Assembly (Addressing Mode)

+ Immediate
- represents a constant
- The format is $imm ($4, $OxFfffffff)
- Registers
- Register mode E,
+ Joeax

* The value stored in the register %eax
- Noted as R[E,] (R[7%eax])

23



Virtual spaces

* A linear array of bytes

- each with its own unique address (array index)
starting at zero

Deiiiiiiii oy
Oxfffffffe

contents
addresses

0x2

0x0

24



Memory References

* The name of the array is annotated as M
» If addris a memory address

* M[addr] is the content of the memory
starting at adadr

* addris used as an array index

- How many bytes are there in M[addr]?
- It depends on the context

25



Indexed Addressing Mode

* An expression for

- a memory address (or an array index)

* Most general form
- Imm(E,, E;, s)
- Constant "displacement” Imm: 1, 2 or 4 bytes

- Base register E,: Any of 8 integer registers
- Index register E;: Any, except for $esp
~ S: Scale:1,2,4,0r8

26



Memory Addressing Mode (F-ik77=0)

+ The address represented by the above form
- imm + R[E,] + R[E;
+ It gives the value —
- M[imm + R[E,] + R[E;] * s]
+ E.g., 260 (%ecx, %edx, 2)

- M[260+%ecx+2*%edx]

27



Addressing Mode (FiE755)

Type Form Operand value Name
Immediate | $Imm Imm Immediate
Register E, R[E.] Register
Indexed Imm M[Imm] Absolute
Indexed (=9 M[R[E.]] Indirect
Indexed Imm(E,) M[Imm+ R[E,]] Base+displacement
Indexed (Eu, E) M[R[E,]+ R[E;]] Indexed
Indexed Imm(E,, E;) M[Imm+ R[E,]+ R[E;]] Scaled indexed
Indexed (,Ei s) MI[R[E;J*s] Scaled indexed
Indexed (E,, Ei, s) M[R[E, ]+ R[E;]T*s] Scaled indexed
Indexed M[Imm+ R[E, ]+ R[E;]*s] Scaled indexed




Address | Value Register | Value
0x100 OxXFF
~0x104 0xAB ?eax 0x100
[ ox108 0x13 | ™\ secx 0x1
0x10C 0x11 sedx 0x3
Operand Value
%eax 0x100
%eax) 0xFF
$0x108 0x108
0x108 0x13
260 (%$ecx, $edx) (0x108) 0x13
(teax, %edx, 4) (0x10C) o=x112,




Understanding Machine Execution

30



Outline

* Machine states
* Machine execution
* Virtual Memory Layout

31



Memory

Assembly Programmer's View l
FFFFFFFF
Y eax Addresses
40 T
Yedx \\\\\\\\\\
0000000
o ebx Data
Yoesi : :
, 80000000
Yoedi Instructions. | 7FFFFFEF

Y%esp
%ebp

%ei

%eflag

40000000

CPU

08000000
00000000




Programmer-Visible States

- Program Counter 455 NPC (%eeip)
- Address of the next instruction

* Register File
- Heavily used program data

- Integer and floating-point

33



#hFeE R

© A AFHFASHAX. EAX. RAX

€«—38 bit—>»

\ R ) 31 1615 8 7
e | A A
C AX AH | AL
D
_ EAX | AX
e 1978 Intel 8086: AX (eXtended)
. | 1985 Intel 80836: Extended AX

] 2003 AMD: Rextended AX

34
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Programmer-Visible States

+ Conditional code register (7eflags)

- Hold status information about the most recently
executed instruction

- Implement conditional changes in the control flow

31.18 17 16 15 14 13 121110 9 8y 7 65 4 3 2 1[0
&% |VM| RF NT | IOPL | OF ||DF | IF | TF)| SF | ZF AF PF CF

* Virtual Memory

35



Operations in Assembly Instructions

- Instruction

sum:
- Performs only ¢— pushl %ebp
* Program movl %esp, $ebp
- is a sequence o ‘movl 12(%ebp) , $eax
» Sequential exe addl 8 (%ebp) , $eax
- Normally one b addl %eax, accum
- Conditionally bi movl %ebp,%esp
- Typically opera) -~ PoPl %ebp
* Transfers data ret

36



Understanding Machine Execution

55 89 5 8b 45 OQOc Obtain with command
03 45 08 01 05 00 gcc -02 -c code.c

00 00 00 89 ec 5d |Relocatable object file code.o
JC3

- increase %eip
* Joeip is also called program counter (PC)

37



Code Layout

(D eidiiiiid
0xc0000000
Linux/x86
process

memory
image

0x08048000

kernel virtual memory

Read/write data

Read only data

Read only code

forbidden

T mem

ory invisible to
user code

Toeip
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Sequential execution

f()

{
}

inti=3;

08048390 < 1>

90:
91:
93:
96:
9d:
Oe:

55

89 e5

83 ec 14

c7 45 fc

c¢9 03000000
c3

push %ebp

mov %esp,%ebp
sub $0x14,%esp
movl $03, -0x4(%ebp)
leave

ret

0x08048000

kernel virtual memory

Read/write data

Read only data

Read only code

forbidden




Sequential execution

000000 j=

o o

N LW = O

PC .| 08 04 83 9e

08 04 83 9d —_

89 e5 mov  %esp,%ebp 0c
83 ec 14 sub  $0x14,%esp
c7 45 fc 03 00 00 00

movl $0x3,-0x4(%ebp)

I

- 55 PC

: ¢9 leave
: c3 ret 08
PC 08 04 83 96 N
94
PC 08 04 83 93 -
PC 08 04 83 91 N
PC 08 04 83 90 ——9

c3

c9

00

00

00

03

fc

45

c7

14

€C

83

es5

89

335

ret

leave

movl $0x3,-0x4(%ebp)

sub $0x14,%esp

mov  %esp,%ebp

push %ebp



Code Layout

(D eidiiiiid
0xc0000000
Linux/x86
process

memory
image

0x08048000

kernel virtual memory

Read/write data

Read only data

Read only code

forbidden

T mem

ory invisible to
user code

Toeip
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Data layout

+ Object model in assembly
- A large, byte-addressable array

- No distinctions even between signed or unsigned
Integers

- Code, user data, OS data

- Memory Management
* Run-time stack for managing procedure call and return
* Blocks of memory allocated by user

42



Data Layout

D eiiiiiiil

T memory invisible to
user code

kernel virtual memory

0xc0000000
1 Downward growth

Toesp

L 186 Read/write data
inux/x86 process Read only data

memory image

Read only code Toeip

0x08048000

forbidden
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Example (C Code)

#include <stdio.h>

int accum = 0;

int sum(int X, int y) int main()
d d

mtt=x+y; int s;

accum +=t; s = sum(4,3);

return t; printf(" %d %d \n", s, accum);
} return O;

)

44



Example (object Code)

08048360 <sum>:

8048360: 55 push %ebp

8048361: 89 e5 mov  %esp,%ebp
8048363: 8b 45 Oc mov  0xc(%ebp),%eax
8048366: 8b 55 08 mov  0x8(%ebp),%edx
8048369: 5d pop %ebp

804836a: 01 dO add %edx,%eax
804836¢: 01 05 10 95 04 08 add %eax, 0x8049510

8048372: c3 ret

45



Example (object Code)

08048360 <sum>:

8048360: 55 push %ebp

8048361: 89 e5 mov  %esp,%ebp
8048363: 8b 45 Oc mov  0xc(%ebp),%eax
8048366: 8b 5508 mov  0x8(%ebp),%edx
8048369: 5d pop %ebp

804836a: 01 dO add %edx,%eax
804836¢: 01 0510 95 04 08 add %eax, 0x80495f0

8048372: c3 ret

46



Example (object Code)

08048360 <sum>:

8048360: 55 push %ebp

8048361: 89 e5 mov  %esp,%ebp
8048363: 8b 45 Oc mov  0xc(%ebp),%eax
8048366: 8b 5508 mov  0x8(%ebp),%edx
8048369: 5d pop %ebp

804836a: 01 dO add %edx,%eax
804836¢: 01 0510 95 04 08 add %eax, 0x8049510

8048372: c3 ret

47



Organization of an Assembly
Program

48



$ as hello.s -0 hello.o
$ Id hello.o -0 hello

‘ $ ./hello
Example $ echo $2 #ITENREE

[root@master test]# vim hello.s
.data [root@master test]# as -o hello.o hello.s
" TONT [root@master test]# 1d -o hello hello.o
msg . StI'lIlg hello world!\n [root@master test]# ./hello

len - msg hello world!
[root@master test]#
@ [root@master test]#
[root@master test]# echo $?
.global start 0
_ start:

movq $len, Y%ordx FANSH, FRIHEKE

movq $msg, %rcx FE3INSH, FIAFEHLNE

movq $1, %rbx RN, 1R E R CO-ARAERIAD
movq $4, %rax I NSH, ANRGIAHS: sys write

int $0x80 ;80 B, RS

movl $0, %ebx 251, BB, fRenREME

movl $1, %eax 15 A sys exit

int $0x80

49



i

- X86iL 4
Hﬁ w5 lo movbf&iEF i
- HE. TES movw%ﬁ‘?? 0
. FAFILS K dst (> movIf&£iEX+F(long wor
;f_ _ffzsgsrc st(2) movqf&ik Il 7
- Intelf® =\

- FAEERSH.  dst, src (€) AN EE J5 2%
- Lenequ $ - msg
- Len=$ - msg
- gcc -01 -S -masm=intel code.c, A LLAE Kintel KUt
L gAY

50



i

- .data #dE B
- A E
- WHE
- text FEFE
. stack HERREX
- WREE R O/ B /D R EF )18 e
- bssE
— AT ARG 2 R m SR =
— XA AR P I B N AR S aa e N 0
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$ as hello.s -0 hello.o
$ Id hello.o -0 hello

- $ ./hello
#7~: Example 1 $ echo $7 HTENEEE

[root@master test]# vim hello.s
.data [root@master test]# as -o hello.o hello.s
[root@master test]# 1d -o hello hello.o
[root@master test]# ./hello

msg : .string "hello world!\n"

len = — msg hello world!
[root@master test]#
text [root@master test]#
[root@master test]# echo $?
.global start 0
_ start:

movq $len, Y%ordx FANSH, FRIHEKE

movq $msg, %rcx FE3INSH, FIAFEHLNE

movq $1, %rbx RN, 1R E R CO-ARAERIAD
movq $4, %rax I NSH, ANRGIAHS: sys write

int $0x80 ;80 B, RS

movl $0, %ebx 24, BB, Rk EME

movl $1, %eax 15 A sys exit

int $0x80
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w2 EBEvsA B

HEHEE
- FE R E AR R L — N EUE
- Len=.-msg
- FEAR AN A ARSI 2 LA B o5t . R {8
. AR
- AFCE(E A —BOAAE, R ERTAAF R
- FEAR LA I 2 BRI e oxt i N A7 B 1 i

- .ascii TR

- .short BT 1647275

- .int long  K#A 32{u477 ([F—F&CiE = Flong H8F 1)
- .byte — N

- .float V- RVERRG

- .double P e RUR 53



—‘J\

- Lo
- as, geCHH I 4 7%
- HEAR
- Id
- A
- Gdb
- F1EbomblabIf 741 i i
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Example 2

- AIHCPUIN)) FIID

+ .data
output: .ascii "The
processor Vendor ID is
'XXXXXXXXXXXX' \n"

* text

+ .global _start
- _start:

- movl $0, %eax
» cpuid

* mov

mov
mov
mov

* mov

mov
mov
mov

$output, %edi
Joebx, 28(%edi)
Toedx, 32(%edi)
Toecx, 36(%edi)
$4, Joeax

$1, Toebx

$output, %eecx
$42, Toedx

int $0x80

- movl $1, %eax

movl $O, Joebx
int $0x80
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REZ

- .data
- bytel .byte 10110111b
- byte2 = . - bytel
- byte3 BYTE 61+1
- wordl .short -9
- dwordl .int 2274h
- word?2 .short 2274q
- B 13/28086, DS=2000H, ZEKiHE i A AFIREE
- Hint: intel 271CPURH /Nty 15 =

56




EWJ 104
BREZS]

- .data
- bytel .byte 10110111b
- byte2 = . - bytel
- byte3 BYTE 61+1
- wordl .short -9
- dwordl .int 2274h
- word?2 .short 2274q
- /28086, DS=2000H, ZE:Kid HNIEIRESE
- Hint: intel 271CPURH /Nty 15 =
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2000:0000 B7 bytel
2000:0001 01 byte2
2000:0002 3E byte3
2000:0003 FF word1{ik
2000:0004 F7 wordls
2000:000574d word11%
2000:0006 22 dwordl1xik
2000:0007 00 dword1ik &
2000:0008 00 dwordl &
2000:0009 FO word?21&
2000:000A 24 word2&
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