ERRFRRFALIE (2)

Lip=3icd
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Outline

» Integers
- Representation: unsigned and signed



Unsigned Representation

» Binary (physical)
- Bit vector [Xw_l,xw_z,xw_3,...Xo]

* Binary to Unsigned (logical)
w—1 .
RUKX) = Yx-2

i=0

Bilt: N=01011, FRIEGS ML
N,=11011 E /R LT 527,
N;3=00000 55540,




Unsigned Representation

- RS R OANAL, MRS H R o Ta [

0~(2"-1).
» BN N84, MERT 5 20 R~ Ve F A2
255.

B A7 R TR S 1 T




Signed Representation

+ Binary R A& 5 ARG EE 45X b

+ AN Fbinary %34 ?
- R Bt B (mapping)

- R 2 — AN A R AR S U

« XA PR Y B A B AT
- A EEURO

- HL B i BRI i 2 R AT

ERM R ERE

Yrw), AILLE R TIs R



R E SRS

UMax
UMax — 1

TMax +1| Unsigned

TMax |@ TMax Range
2’ s Comp.
Range 00 0| 0 1 4
—1
—2
| TMin -8




Signed Representation

» RHTPMELE 855, TINAE IERAIET [A] 26 A, XIS $& RS
B TVE A
R e 2R (IR BIR2 M) 8-226 CHURIE)
C SR R TR ek 10/ CRIR IEAR10NED)

8+10=6 (mod 12) (fthni%:)

. JBf:  8-2 = 8+10 (mod 12)

- FTLLF: -2=10 (mod 12) , EN-2F110[E &
H RPN, BB BANR R, -2R110 XfAE12 B oAb, ik
Fe-2 HIANEZ 10 (L1298




Signed Representation

AMER RIS

HEHE 1", win

B A5 AR

B GEIF

BN HIAND >

—a

I EFAECR S RIS, XA AT R A1 B IR sEEL 1

;. 9-5=9+(12-5)=9

+7=4 (mod 12)

L.

RACE LE AL, XA I #ea] AR

65-25=65+(-25)=65+(100-25)=65+75=40 (mod 100)



Two's Complement

- Binary (physical) wh, H2MRE,

- Bit vector [Xw_l,xw_z,xw_g,,.. .Xo] Fr MR L2 5
: : , B InE A 2Y, [EAZR
* Binary to Signed (logical)

w—2 .
BAT(X) = —x,,-2" "+ Y x-2

\ i=0
Sign

- 2's complement Bt

“PL” iz 2w
- KIONbinary B N BME 2w+, SEPMERZ-2w1+ .,
ey S PEYA

9



From a Number to Two's Complement

- HAH-D
- -b+16 =11

- y=5
- 0101 (binary for 5)
- 1010 (after complement)
- 1011 (add 1) BAE € T
- FMiIx 91011 1) M- B 4B /M
(1110000-0101)
2) B—irrHER, &Enl 14




From Two's Complement to Number

- #MEx=1011
- 1011 (two's complement binary)
- 0100 (after complement)
- 0101 (add 1)
- Y=0101, HfE-y=-5

15



Two's Complement Encoding Examples

Binary/Hexadecimal Representation for -12345
Binary: 0011 0000 0011 1001 (12345)

Hex: 3 O 3 9
Binary: 1100 1111 1100 0110 (after complement)
Hex: cC F C 6

Binary: 1100 1111 1100 0111 (add 1)
Hex: cC F C 7

16



Numeric Range

» Unsigned Values
- Umin=0
- Umax=2%-1

- Two's Complement Values
- Tmin = -2w1
- Tmax = 2w-1-1 E.g., w=4

0000 ~ 0111: O~7
1000 ~ 1111: -8~-1

Z(0111+1) -(0000+1)

17



Values for Different Word Sizes

W

8 16

32

64

UMax 255 65,535

4,294,967,295

18,446,744,073,709,551,615

TMax 127 32,767

2,147,483,647

9,223,372,036,854,775,807

TMin -128 -32,768

-2,147,483,648

-9,223,372,036,854,775,808

» Observations
- | Min| =

TMax + 1

- Asymmetric range
- UMax = 2> TMax+ 1

C Programming
= #include <limits.h>
= Declares constants, e.g.,
= ULONG_MAX
= LONG_MAX
= LONG_MIN
= Values platform specific




Alternative representations of signed numbers

+ Ones' Complement (Jxfi%)
- The most significant bit has weight 2%-1-1
Sign-Magnitude (J7if5)
- The most significant bit is a sign bit

* that determines whether the remaining bits
should be given negative or positive weight

19



X B2U(X) B2T(X)
0000

0001

0010

0011

0100

0101

0110

0111

1000

1001

1010 10 —6

1011 11 -5

1100 12 —4

1101 13 -3

1110 14 -2

1111 15 -1




Relation Between 2's Comp. & Unsigned

Two’s Complement Unsigned

x T2B S B2U

ux

Maintain Same Bit Pattern

w—1 0
ZRIEAAREE, e EEEL = * o [+
R AR
RAEERD - x CEF[ =~ TFE

_|_2w—1_ _2w—1 — 2*2w—1 — 2w

{x x>0
ux = "
xX+2 x <0

21



Conversion between two Representations

UMax 2wW-17
UMax — 1

TMax + 1 2w-1 Unsigned

2w-1-1 _TMax o TMax 2w-1-1 Range
2’ s Comp.
Range 0O 0| 0

-2w1 | TMin 2



REZ

- 3k+0.1101. -0.11011 % MY

- 5HMNETZRIAMY (shortZ3 ) [1633HHi )
- -178

- char x =10110111b
- RN, MEERZD?

23



REIIR

- HH FIEFHIAMY (short2RA1) (1634 ])

- -39
- -26

o RTZ T —tHshort K i) A5 B 2 - EHL A 4

i (M), EEE
- FF3C
- FF86

A ATTH) EAE (1611 20).

24



Outline

» Integers

- Conversion, casting



Integral data type in C

- Signed type (for integer numbers)
- char, short [int], int, long [int]
» Unsigned type (for nonnegative numbers)

- unsigned char, unsigned short [int],

unsigned [int], unsigned long [int]
- Java BATTAT S

- Byte: signed char

26



Integral Data Types

» C supports a variety of integral data types

- Represent a finite range of integers

C declaration guaranteed Typical 32-bit

minimum maximum minimum | maximum
char -127 127 -128 127
unsigned char 0 255 0 255
short [int] -32,767 32,767 -32,768 32,767
unsigned short 0 65,535 0) 65,535
int -32,767 32,767 | -2,147,483,648 | 2,147,483,647
unsigned [int] 0 65,535 0| 4,294,967,295
long [int] -2,147 483,647 | 2147483647 | -2,147,483,648 | 2,147,483,647
unsigned long 0 0 0 | 4.294,967,295




Casting among Signhed and Unsigned in C

+ CIUVF— T RAL % I8 5y — Fh 2R AL ) U7 sOR LA
- Type conversion (implicitly)
- Type casting (explicitly)

28



Signed vs. Unsigned in C

- Casting
- SignedflunsignedZ Y 2 [a] 1 2 X% 4t
- Bp U2T f1 T2V
- int X, ty;
* unsigned ux, uy;
+ tx = (int) ux;
* uy = (unsigned) ty:;

29



Signed vs. Unsigned in C

- Conversion
- A EE R B cal T
- int X, ty;
* unsignhed ux, uy;
* X = ux;
*uy = 1y,

- int func () {..}
» unsigned ux = func();

e 2 UFE it

PREGA D >

30



Casting from Signed to Unsigned

short int

X

unsigned short int ux

short int

y

unsigned short int uy =

.« HR S R R
- EEAAE
- ux=12345
- TUEAR T (BRI
* uy=53191

- {H

12345;

(unsigned short) x;
-12345;

(unsigned short) y;

31



O

X

Weight 12,345 — 12,345 53.191
Bit Value | Bit Value | Bit Value
1 1 1 1 1 1 1
2 0 O 1 2 1 2
4 0 O 1 4 1 4
S 1 S 0 0 0 0
16 1 16 0 O 0 O
32 1 32 0 O 0 O
64 0 O 1 64 1 64
128 0 O 1 128 1 128
256 0 O 1 256 1 256
512 0 O 1 512 1 512
1.024 0 0 1 1.024 1 1.024
2.048 0 0 1 2.048 1 2.048
4.006 1 4096 0 O 0 O
8.192 1 8192 0 O 0 O
16,384 0 0 1 16,384 1 16,384
+32, 768 0 O 1 —32.768 1 32,768
Total 12.345 —12.345 53.191




Unsigned Constants in C

- BUAENL
- HEH ST
» WARAHELT TH, 1

- OU, 4294967259V

b2

33



Casting Convention

» RIRI R
- WA —AFRIE R Funsignedlisigned
s ZEAMIEA T ST N A
- A <, >, ==, <= >z BB S
- Examples for W= 32
- TMIN=-2,147,483,648 , TMAX = 2,147,483,647

34



Casting Convention

Constantl Constant?2 Relation

0 0]V
-1 0
-1 0]V

2147483647 -2147483648
2147483647V -2147483648
-1 -2
(unsigned)-1 -2

<

v v A v v

Evaluation

unsignhed
signed
unsigned
signed
unsigned
signed
unsignhed

35



Outline

» Integers

- Expanding, truncating



From short to long

short int x = 12345;

int ix

(int) x;

short int y = -12345;

int iy = (int) y;

i e d) A KN

SRR B R 2 1 F e (casting) T

RS AR 2 5% 4 (casting)

-y Rb B R AT
TERF AT

37



Expanding the Bit Representation

- Zero extension
- {ERT A IN0
- Sign extension
= [Xw-1.Xw-2.Xw-3.---X0]

w+l —>

38



From short to long

12345; : 0x0309
int x = (i1nt) sx; : 0x00000309

short int sx

short int sy =-12345;: Oxcfc7
int y = (int) sy; : Oxffffcfc?

39



From short to long

int funl(unsigned word) {

return (int) ((word << 24) >> 24);
h
int fun2(unsigned word) {

return ((int) word << 24) >> 24;

h

- fun1(w) fun2(w)
0x00000076 00000076 00000076
0x87654321 00000021 00000021
0x000000C9  000000C9 FFFFFFC9
0xEDCBA987 00000087 FFFFFF87

25> Ak — NIRRT X )

40



From long to short

int x = 53191;
short int sx = x;

int y = -12345;
Short int sy = y;

* e e A T R K0S

» AT ) o R 3% 0 e ZE R R



Truncating Numbers

Decimal | Hex Binary
x |[53191 00 00 CF C7 | 00000000 00000000 11001111 11000111
sx | -12345 CF C7 11001111 11000111
y |-12345 |FF FF CF C7(11111111 11111111 11001111 11000111
sy | -12345 CF C7 11001111 11000111
> GO I 5 [ |

v

42




Advice on Signed vs. Unsigned

Non-intuitive Features

float sum_elements ( float a[], unsigned length )

d
nt 1;
float result = 0;
for (1=0;1<=length — I, 1++)
result += a[1] ;
h

A2

44



Advice on Signed vs. Unsigned

/* Prototype for library function strlen */

size t strlen(const char *s); /*size t1s unsigned */

/* Determine whether string s 1s longer than string t */
/* WARNING: This function 1s buggy */
int strlonger(char *s, char *t) {

return strlen(s) - strlen(t) > 0;

h

45



Advice on Signed vs. Unsigned

1 /*

2 * Illustration of code vulnerability similar to that found in
3 * FreeBSD’s implementation of getpeername (...)

4 * =/

5

6 /* Declaration of library function memcpy */

7 void *memcpy(void *dest, void *src, size tn);

8

46



Advice on Signed vs. Unsigned

9 /* Kernel memory region holding user-accessible data */

10 #define KSIZE 1024

11 char kbuf[KSIZE];

12

13 /* Copy at most maxlen bytes from kernel region to user buffer */
14 int copy from kernel (void *user dest, int maxlen) {

15 /* Byte count len 1s minimum of buffer size and maxlen */
16 int len = KSIZE <maxlen ? KSIZE : maxlen;

17 memcpy(user dest, kbuf, len); // 21 maxlense ™ FE

18 return len;

19 }

47



Outline

» Integers

- Addition, negation, multiplication, shifting



Unsigned Addition

Operands: w bits

True Sum: w+1 bits

< [

Discard Carry: w bits UAdd, (u, v)

49




Unsigned Addition

- Standard Addition Function

- Ignores carry output

+ Implements Modular Arithmetic
- s=UAddi(uv, v) = (u+ v) mod 2%

+ +v< 2V
UAdd,,(u,v) = { wevoumy

u+v-2% u+v=>2%"

50



Unsigned Addition

Practice Problem 2.27
Write a function with the following prototype:

/* Determine whether arguments can be added without
overflow */

int uadd ok(unsigned x, unsigned y);

This function should return 1 if arguments x and
y can be added without causing overflow

Overflow iff (X+Y) < X

51



Unsigned Addition

2W+1 -
Overflow
w1 _\_
O -
Modular Sum
16
14 Normal
12
10
8
6
4 =
0 "‘L:",
0 el
2 .
4 R
6 g

Overflow




Unsigned Addition Forms an Abelian Group (
Br] 1 7R %)

- IvEgE R EF R GRTEFEE R IE R D
- 0 <UAdd (v, v) < 27-1

¢ A
- UAdd,, (#, UAdd,, (v,v)) = UAdd,, (UAdd,, (*, v), V)

+ AP HEAT0
- UAdd, (¢,0) = v

53



Unsigned Addition Forms an Abelian Group

» BN TTRAESH IR T
- Let UComp, () =2¥-u
- UAddm(v, UComp,, (7)) = O

- S
- UAdd (v, v) = UAdd (v, v)

54



Signed Addition

- Functionali

- HIEM S FE Ew+l bits

Ty

- (HZPr R A w bits, &= EH &=

- R4 Rbitstil vt s 1Y

Tadd(u,v) =+

)
u+v-—-2",

u-+v,

u+v+2",
"

TMax , <u+v (PosOver)
ITMin <u+v<TMax,
u+v<TMin  (NegOver)

55



; ©

\
NAV'-'IW
‘~.r,r NN A ©
AN

. NN A R «
“ NNV A
s
NANAR
LA
\E‘rg Y,
NAVAY

Negative |

| overflow




Signed Addition

Case 1

- Normal

Negative overflow

—2oW _

57



Detecting Tadd Overflow

+ Task
- Given s = TAdd (v, V)
- Determine if s = Add (v, v)
+ Claim
- Overflow iff either:
u, v< 0, s> 0 (NegOver)
u v>0, s<0 (PosOver)

- va - (u<O == v<O) & (U<O |= S<O);

58



Detecting Tadd Overflow

int tadd ok bugy(int x, int y)
d
mtsum=x+y;
return (sum-x ==y) && (sum-y == X)
b /) ) JRAE R 2
e.g., [-8,7), x=4, y=5

/] NEAZ UnART TE A ) T Dy vas 2

59



Detecting Tadd Overflow

int tadd ok (int x, int y)
d

mtsum=x +vy;

return ! ((x>0& & y>0& & sum<0) ||
(x<0&&y<0&&sum>0))

h

60



Detecting Tsub Overflow

int tsub_ok(int x, 1nt y)

d

return tadd ok(x, -y) ;
Y/ Ta) AR 2
e.g., x>0, y=TMin; x<0, y=TMin; x=0, y=TMin

/15— IER R AS

61



Detecting Tsub Overflow

int tsub_ok(int x, 1nt y)
{

int diff = x-y;

return ! (x>=0&&y<0& &diff<0 ||
x<0&&y>0&&diff>0) // 0U 1 E0 A2 3 H

h

RAE: DIER/0-58, Be2)/B-1EHAT se i
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Mathematical Properties of TAdd

+ Two's Complement Under TAdd Forms a
Group

- Closed, Commutative, Associative, O is
additive identity

- Every element has additive inverse
—Uu u# IMin,,

‘Let  TComp,(u) = {TMin u=TMin
w w

* TAdd (v, TComp, (¢v)) = O

63



Mathematical Properties of TAdd

+ TAdd#1Uadd:

- TAdd, (v, v) = U2T (UAdd,(T2U(v), T2U(V)))
* NN ZFH A MR RS
- T2U(TAdd,, (v, v)) = UAdd(T2U(v), T2U(V))

64



Negating with Complement & Increment

X [1]0|0]1|1

- InC
_~x+1::_x + ~X |011]|1]0]0
+ Complement -1 i1z

- Observation: ~x + x == 1111..111 == -1

« Increment
- ~x+]1 == -Xx

65



Outline

» Integers
- Representation: unsigned and sighed
- Conversion, casting
- Expanding, truncating
- Addition, negation, multiplication, shifting
- Summary



Arithmetic: Basic Rules

%
- Unsigned/signed: JG1E& 0, MW, —&7EbITH
HAE e
- Unsigned: fHIJ52w
« IEFIEEER + Al RE 2w
- Signed:fH 52w
« IEFINAER + wlaein b el 22w

80



REZR ]

. FEK¥calloc i A HH .

- Void *calloc (size_t nmemb, size_t size);

c ZERBON— M EH BN, 1ZEH A nmemb
JUE, BN IR AsizeF T, WIEXE N0, 1R
nmembiksize O, NIk [EINULL.

o EAKRSZEIRT, EidmallocBiNAE, 3 memset
K N AF B NO.

o« VRIACHE N Z BB A B RN 5] & R
- Void *malloc (size_t size);

- Void *memset(void *s, int ¢, size_t n);

82



void *calloc(size_t nmemb, size_t size) {
- size_t asize = nmemb * size; /* Check for overflow */
- if (nmemb == 0 || size == 0 || asize / nhmemb |= size) /* Error
*/

* return NULL;

- void *result = malloc(asize);

- if (result 1= NULL) {
- memset(result, 0, asize);
* return result;

-}
- return NULL;

83



REZR 3

- Int x = random();

+ Inty = random();

» Unsighed ux = (unsigned)x;

* Unsigned uy = (unsigned)y:

+ Inty32fr, X+ FHRANCRIKIL, FREFEH HE
1. WERE, iETE M AECE R, S0, 254y

(x<y) == (-x>-y)

((x+y)<4) +y -x == 17*y + 15*x

~x+~y+1 == ~(x+y)

(ux-uy) == -(unsigned)(y-x)

((x>>2)<<2) <= x

O W

85



REZR 3

(x<y) == (-x>-y)

((x+y)<«<d) +y -x == 17*y + 15*x
~x+~y+1 == ~(x+y)

(ux-uy) == -(unsigned)(y-x)
((x>>2)<<2) <= x

oOhwn =

115, HAx=Tmintf AL, -x=Tim, &2/NT-y

2.?5;@%@[5]‘]%%%‘@, R —1d3 e, B IA AR e, R AR E S
H5%

3.2, ~x+1+~y+1:-x-y:-(x+y):~(x+y)+1

472, B SAEMRSINEEEDbinary 2902 582 —FERT, XANRIE
T x==-(-x) 2 H AL ? X=Tmintl & K7/

B.e, XANIEHN, mIRefkE/mamifs, &/ x AT, binaryZz
, BN (ARHMEAE R [AMGB 2R &R, RE/NKR R, 1
TEE— T ] 86



REZ 4

PRRIKIT a5 7E — K A ) TAE, AhfI1E 3] — DB, XINESR4NH
5P ERN 320 Flunsigned. — 3200 FHIFETTANO (RAKA 21
T TR (EEAMT) o AREIRKITES: WE— P, 7
HoAr 3z I 6] 2 Bbytenum N IRIUH Z A4/ 577, HHA ST RN —
32fizint:

typedef unsigned packed_t;

/* Extract byte from word. Return as signed integer */

int xbyte (packed_t word, int bytenum);

TRETETAE (KK A S e 1) 95 1 i A AhS

/* Failed attempt at xbyte */

int xbyte (packed_t word, int bytenum) {

return (word > (bytenum <« 3)) & OxFF;

}
X BACAS B A TR L 2
25 R B IER SRR, BR T BB R A AL, Rﬁt‘%ﬁﬁﬁEﬁ%ﬁ?’Fﬂ~’l\?ﬂZY£§7



