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Put it Together

% ebp—

Caller
Frame

Y%oesp




- %%eb Call
Put it Together L

1. Save caller-save registers oesp registers

(o/ol"bx, °/or'bp, °/or'12~15,
Torsp LM I BF A7 25



Put it Together

% ebp—

1. Save caller-save registers

2. Push actual arguments
from right to left

Caller
Frame

caller-save
registers

arguments
(n~1)




Put it Together

%ebp—> Caller
Frame

1. Save caller-save registers

2. Push actual arguments
from right to left

3. Call instruction

- Save return address

- Transfer control to callee

caller-save
registers
arguments

(n~1)
retaddr




Put it Together

Yoebp Caller

Frame

4. Save caller 7ebp

caller-save
registers
arguments

(n~1)
retaddr




Caller

Put it Together' Frame

caller-save
4. Save caller 7ebp fEgistens

arguments
5. Set callee 7%ebp (n~1)

retaddr

Yoesp / Yoebp—



Caller

Put it Together Frame
caller-save

4. Save caller %ebp registers
arguments

5. Set callee %ebp )
retaddr

6. Save callee-save registers o epp—]_old %ebp
callee-save

(%rbx, %rbp, 7%r12~15) registers

Yoesp —t——v-—r—



Caller

Put it Together Frame

caller-save
4. Save caller 7ebp registers

arguments
5. Set callee 7%ebp (n~1)

retaddr

6. Save callee-save registers o,epp—|_old %ebp

callee-save

(%rbx, %rbp, 7%r12~15) registers
local

7. Allocate space for local variables

Y%oesp—
variable

10



Put it Together

h-4. save return value in %eax

Caller
Frame

caller-save
registers
arguments

(n~1)
retaddr
old %ebp

callee-save
registers

Y%oesp—

local
variables

11



Put it Together

h-4. save return value in %eax

h-3. de-allocate local variable

Caller
Frame

caller-save
registers
arguments

(n~1)
retaddr
old %ebp

registers

callee-save

12



Caller

Put it Together Frame
caller-save
registers

. arguments

n-4. save return value in %eax (n~1)

retaddr
old %ebp

h-3. de-allocate local variable

%Yoesp / Yoebp
n-2. Restore callee-save registers

13



. %eb
Put it Together or

n-4. save return value in %eax
n-3. de-allocate local variable %esp
n-2. Restore callee-save registers

n-1. Restore caller 7%ebp

Caller
Frame

caller-save
registers
arguments

(n~1)
retaddr

14




. %ebp—
Put it Together P

n-4. save return value in %eax
Y%oesp

n-3. de-allocate local variable

n-2. Restore callee-save registers

n-1. Restore caller 7%ebp

Caller
Frame

caller-save
registers

arguments
(n~1)

n. Ret instruction

- pop return address

- Transfer control to caller

15




Example

1 int swap add(int *xp, int *yp)

24

int x = *xp;

inty = *yp;

“YP =X
return x +y;

16



Example

11 int caller()

12 {

13 int argl = 534;

14 int arg2 = 1057;

15 int sum = swap add(&argl, &arg2);
16 int diff = argl - arg2;

17

18 return sum * diff;

19}

17



Example

Before
int sum = swap_ add(&argl, &arg2);

Stack frame for caller

0

Saved %ebp

1057 (arg2)

S534(argl)

«—%ebp

“~—%esp

18



Parameter Passing

1 leal -4(%ebp),%eax

2 pushl %eax

Compute &arg?2

Push &arg?2

Stack frame for caller

Saved %ebp

1057 (arg2)

S534(argl)

&arg2

«—%ebp

“~—%esp

19



Parameter Passing

1 leal -4(%ebp),%eax
Compute &arg?2
2 pushl %eax
Push &arg?2
3 leal -8(%ebp),%eax
Compute &argl
4 pushl %eax
Push &argl

Stack frame for caller

Saved %ebp

1057 (arg2)

S534(argl)

&arg2

&argl

«—%ebp

—%esp

20



Call Instruction

1 leal -4(%ebp),%eax
Compute &arg?2
2 pushl %eax
Push &arg?2
3 leal -8(%ebp),%eax
Compute &argl
4 pushl %eax
Push &argl
S call swap add

Stack frame for caller

Saved %ebp

1057 (arg2)

S534(argl)

&arg2

&argl

Return Addr

Call the swap_add function

«—%ebp

—%esp

21



Setup code in swap_add

swap_add:

1 pushl %ebp
Save old %ebp

Stack frame for caller

Saved %ebp

1057 (arg2)

S534(argl)

yp(&arg2)

xp(&argl)

Return Addr

Saved %ebp

«—%ebp

—%esp

22



Setup code in swap_add

swap add: Stack frame for caller
1 pushl %ebp 24 | Saved %ebp %ebp
Save old %eebp  20{1057(arg2)
2 movl %esp,%ebp 16 | 534(argl)
Set %oebp as frame pointer 12 | yp(&arg2)
8 | xp(&argl)
4 | Return Addr
0 | Saved %ebp |/, %esp

Stack frame for swap add

23



Setup code in swap_add

swap_add:

1 pushl %ebp
Save old %ebp

2 movl %esp,%ebp

Set %ebp as frame pointer
3 pushl %ebx

Save %ebx

Stack frame for caller

24
20
16
12

Saved %ebp

1057 (arg2)

S534(argl)

yp(&arg2)

8 | xp(&argl)

4 | Return Addr

4

0 | Saved %ebp

Saved %ebx

~— %ebp

—%esp

Stack frame for swap add

24



Body code in swap_add

S movl 8(%ebp),%edx Stack frame for caller

Get xp 24 | Saved %ebp
20| 1057(arg2)
16 | 534(argl)
12 | yp(&arg2)
8 | xp(&argl)
4 | Return Addr
0 | Saved %ebp
-4 | Saved %ebx

Yoedx| xp(=&argl=%ebp+16)

~— %ebp

—%esp
Stack frame for swap add

25



Body code in swap_add

5 movl 8(%ebp),%edx
Get xp

6 movl 12(%ebp),%ecx
Get yp

Yoedx| xp(=&argl=%ebp+16)

Yeecx| yp(=&arg2=%ebp+20)

Stack frame for caller

24
20
16
12

Saved %ebp

1057 (arg2)

S534(argl)

yp(&arg2)

8 | xp(&argl)

4 | Return Addr

4

0 | Saved %ebp

Saved %ebx

~— %ebp

—%esp

Stack frame for swap add

26



Body code in swap_add

% edx

%%0€ecx

movl 8(%ebp),%edx
Get xp

movl 12(%ebp),%ecx
Get yp
movl (% edx),%ebx
Get x

movl (%ecx),%eax
Get y

xp(=&argl=%ebp+16)

yp(=&arg2=%ebp+20)

% ebx

534

%%0eax

1057

Stack frame for caller

24
20
16
12

Saved %ebp

1057 (arg2)

S534(argl)

yp(&arg2)

8 | xp(&argl)

4 | Return Addr

4

0 | Saved %ebp

Saved %ebx

~— %ebp

—%esp

Stack frame for swap add

27



Body code in swap_add

9 movl %eax, (%edx)

% edx

%%0€ecx

Store y at *xp

xp(=&argl=%ebp+16)

yp(=&arg2=%ebp+20)

% ebx

534

%%0eax

1057

Stack frame for caller

24
20
16
12

Saved %ebp

1057 (arg2)

1057 (argl)

yp(&arg2)

8 | xp(&argl)

4 | Return Addr

4

0 | Saved %ebp

Saved %ebx

~— %ebp

—%esp

Stack frame for swap add

28



Body code in swap_add

9 movl %eax, (%edx)

Store y at *xp

10 movl %ebx, (%ecx)

% edx

%%0€ecx

Store x at *yp

xp(=&argl=%ebp+16)

yp(=&arg2=%ebp+20)

% ebx

534

%%0eax

1057

Stack frame for caller

24
20
16
12

Saved %ebp

534(arg2)

1057 (argl)

yp(&arg2)

8 | xp(&argl)

4 | Return Addr

4

0 | Saved %ebp

Saved %ebx

~— %ebp

—%esp

Stack frame for swap add

29



Body code in swap_add

9 movl %eax, (%edx)
Store y at *xp

10 movl %ebx, (%ecx)
Store x at *yp

11 addl %ebx,%eax
Set return value = x+y

Yoedx| xp(=&argl=%ebp+16)

Yeecx| yp(=&arg2=%ebp+20)

% ebx 534

%eax| 1591

Stack frame for caller

24
20
16
12

Saved %ebp

534(arg2)

1057 (argl)

yp(&arg2)

8 | xp(&argl)

4 | Return Addr

4

0 | Saved %ebp

Saved %ebx

~— %ebp

—%esp

Stack frame for swap add

30



Finishing code in swap_add

12 popl %ebx  Restore %ebx Stack frame for caller

24 | Saved %ebp
20 | S34(arg2)
16 | 1057 (argl)
12 | yp(&arg2)
8 | xp(&argl)
4 | Return Addr
0 | Saved %ebp

-4 | Saved %ebx

%es
Y%ecx| yp(=&arg2=%ebp+20 °0eSp
0 yP( 8 oebp+20) Stack frame for swap add

%edx| xp(=&argl=%ebp+16) *_ “oebp

%ebx| original value

%eax| 1591 31




Finishing code in swap_add

12 popl %ebx Restore %oebx Stack frame for caller
13 movl %ebp, Yoesp 24 | Saved %ebp
Restore %esp 20 | 534(arg2)

16 | 1057 (argl)
12 | yp(&arg2)
8 | xp(&argl)
4 | Return Addr
0 | Saved %ebp
-4 | Saved %ebx

s %ebp

Yoedx| xp(=&argl=%ebp+16)

Yoesp

Yeecx| yp(=&arg2=%ebp+20)

Stack frame for swap add

%ebx| original value

%eax| 1591 32




Finishing code in swap_add

12 popl %ebx  Restore %ebx
13 movl %ebp, %esp

Restore %oesp

14 popl %ebp  Restore %ebp

% edx

%%0€ecx

xp(=&argl=%ebp+16)

yp(=&arg2=%ebp+20)

% ebx

original value

%%0eax

1591

Stack frame for caller

Saved %ebp

534(arg2)

1057 (argl)

yp(&arg2)

xp(&argl)

Return Addr

Saved %ebp

Saved %ebx

~— %ebp

—%esp

33



Finishing code in swap_add

12 popl %ebx

13 movl %ebp, Y%esp

14 popl %ebp
15 ret

Restore %oesp

e Call by value

% edx

%%0€ecx

Restore % ebx

Restore %ebp

Return to caller

xp(=&argl=%ebp+16)

yp(=&arg2=%ebp+20)

% ebx

original value

%%0eax

1591

Stack frame for caller

Saved %ebp

534(arg2)

1057 (argl)

yp(&arg2)

xp(&argl)

Return Addr

Saved %ebp

Saved %ebx

~— %ebp

“~—%esp

34



BEZ:3E

+ R R EOR PR FE P B8R 2 B A A R
A7 R
- ERHPIRAF A A A B A 2 7L AF Terbx X FiL
A (EE AR X BRI

» pushl %ebp (kiebpHI{E 1 tk)

- Jw AR H CRE R P BSR4

- J& [ Hpoplal &
* popl 7%ebp
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Buffer Overflow

36



Out-of-Bounds Memory References

1 /* Implementation of library function gets() */
2 char *gets(char *s)

31

int c;

char *dest =s;

int got_char = 0 ; /Has at least one character been read? */

while ((¢ = getchar()) !="\n’ && ¢ != EOF) {
*dest++ = c; /* No bounds checking */
gotchar = 1;

}

*dest++ ="\0’; /* Terminate String */

if (c == EOF & & !gotchar)
return NULL; /* End of file or error */

return s;

37



Out-of-Bounds Memory References

14 /* Read input line and write it back */

15 void echo()

16 {

17  char buf]8]; /* Way too small ! */
18  gets(buf);

19  puts(buf);

20}

38



Out-of-Bounds Memory References

—

Stack frame |
for caller

Stack frame
for echo

Return address

Saved %ebp

Saved 7.ebx

[7]1 | [6] | [5] | [4]

[31 | [2] | [1] | [O]

%ebp

buf

39



Out-of-Bounds Memory References

—

Stack frame |
for caller

Stack frame
for echo

Return address

Saved %ebp

[11] ] [10]) [9] | [8]
[7]1 | [6] | [5] | [4]
[31 | [2] | [1] | [O]

%ebp

buf

40



Out-of-Bounds Memory References

—

Stack frame |
for caller

Stack frame
for echo

Return address

[15] | [14] | [13] | [12]
[11] ] [10]) [9] | [8]
[7]1 | [6] | [5] | [4]
[31 | [2] | [1] | [O]

%ebp

buf

41



Out-of-Bounds Memory References

—

Stack frame |
for caller

Stack frame
for echo

[19]

[18]

[17]

[16]

[15]

[14]

[13]

[12]

[11]

[10]

[9]

[8]

[7]

[6]

[5]

[4]

[3]

[2]

[1]

[0]

%ebp

buf

42



Malicious Use of Buffer Overflow

return
address —
A

void foo () {
bar () ;

»..o

}

void bar () {
char buf[64];
gets (buf) ;

Stack

after call to gets ()

data
written

by
gets ()

pad

exploit
code

\

> foo stack frame

> bar stack frame

43



The Famous Internet Worm of November 1988

»+ To gain access to many of the computers

across the Internet
- 4 different ways
- One was a buffer overflow attack on the fingerd

* Hundreds of machines were effectively
paralyzed
* The author of the worm was caught and

prosecuted. He was sentenced to
- 3 years probation

- 400 hours of community service
- and a $10,500 fine

44



Morris Worm

* Robert Tappan Morris
- born November 8, 1965

IR EZ AR EE (Robert Morris) N U/REEE S
HEVIZEE R

163 LHIHFES, KRIMUNIXRSIRIF
19834E% N K%, &3 T 3X¥E%F T (AB.) 247
19884 Fli A FRZS IR K2 S A2
1988FEHAm 7 “HEHER” , EHL16000 RFEFEEE,
43X e B P SRR SR 2200 77 26000 75 3E TTHIHR 2R

PN RS B T 2 B 3% (2006 tenure, 2015 ACM Fellow)

https://www.bilibili. com/v1de0/BV1qk4y197b
B?from=search&seid=7720468517381990376 °

MIT 6.824 Distributed Systems



Stack Randomization

1 int main() {

2 int local;

3 printf("local at %p\n", &local);
4 return O;

57

* Running the code 10,000 times on a Linux
(maybe 2.6.16) machine in 32-bit mode

* the addresses ranged from

- Oxff7fa7e0 to Oxffffd7e0
- A range of around 223

+ JoikmhE H RS g g sk

46



Stack Randomization

* Running in 64-bit mode on the newer machine

*+ The addresses ranged from
- Ox71fff00241914 to Ox7ffffff98664

- A range of nearly 232
* Address-space /ayout randomization (ASLR)

- each time a program is run

- different parts of the program are loaded into
dif ferent regions of memory

» code, data, heap dataq, library code, stack

47



Stack Randomization

* Nop sled
- a program "slides" through a long sequence of "nop”
 Nop
- ho operation instruction
* Include a "nop sled” before the actual exploit
code
- If insert 256-byte nop sled

- Need to guess 2 starting addresses (no too much)
for 32-bit machine (23-8=15)

- Still have too many 224 for 64-bit machine

48



Stack Corruption Detection CEREEIFAGEIID

—

Stack frame |
for caller

Stack frame
forecho _

Return address

Saved %ebp

Saved 7.ebx

Canary (&42%)

[7]

[6]

[5]

[4]

[3]

[2]

[1]

[0] |

%ebp

buf

49



Stack Corruption Detection

1 echo:

0 3 O\ L B LI

10
11
12
13

pushl
movl
pushl
subl
movl
movl
xorl
leal
movl
call
movl
call

%ebp

%esp, Y%ebp
%ebx

$20, %esp
%@gs:20, %eax
%eax, -8(%ebp)
%eax, Yeax
-16(%ebp), Y%ebx
%ebx, (Yoesp)
gets

%ebx, (Yoesp)
puts

Retrieve canary

Store on stack

Zero out register
Compute buf as %ebp-16
Store buf at top of stack
Call gets

Store buf at top of stack
Call puts

50



Stack Corruption Detection

14 movl -8(%ebp), Yoeax Retrieve canary

15 xorl  %gs:20, %eax Compare to stored value
16 je L19 If =, goto ok

17 call  stack chk fail Stack corrupted!

18 .L19: ok:

19 addl  $20, %esp Normal return ...

20 popl  %ebx
21 popl  %ebp
22 ret
* 7%gs:20
- Segmented addressing which appeared in 80286
and seldom used today

- Tt is marked as read only )



Limiting Executable Code Regions

* Page
- 4k bytes
- As a protected unit by OS
- Should be marked as "readable”, "writable” and
"executable”
- 3 bits are required

* Originally Intel merged the "readable” and

“executable” into one
- The exploit code in the stack can be executed

AMD introduced "NX" in X86-64
- Now there 3 bits

52



Code Reuse Attack

» Return-oriented Programming

- Find code gadgets in existed code base
(e.g. libc)

- Push address of gadgets on the stack

- Leverage 'ret’ to connect code gadgets

- No code injection

- Solutions

- Return-less kernels
- Heuristic means

Address C
Address B

Address A
0101011010

0101011010
A -

0101011010

B

C 0101011010




binary & libraries

~

stack

INSN6 ad

insn2

ret

\

INSNS ac
Insn4 ac
User Data
INsn3 ac

Insn2 ad

iInsni ad
Stack Top

ret driven




EMT 104

1char *getline() {

char buf[8];

char *result;

gets(buf);

result = malloc(strlen(buf));
strcpy(result, buf);

7 return resulft;

8}

Getlineix [F| 1 }1EOx8048643
7oebp=0xbffffc94, %ebx=0x1,
%esi=0x2, %edi=0x3, BN 714 F
"012345678901234567890123"

ool PN

E&

1 080485c0 <getline>:

2 push %ebp

3 mov %esp, %ebp

4 sub $0x28, %esp

5 mov %ebx, -0xc(%ebp)

6 mov %esi, -0x8(%ebp)

Tmov %edi, -0x4(%ebp)

8lea -0x14(%ebp), %esi

9 mov %esi, (%esp)

10 call 804857d <gets>

1)HE HLine7 /5 E;

2)EBARKIE, Line10)5 &0;

3)EE iR R B 34 H ik ?
4)GetlineiR [FIRY, BRLLEF 7748 HI{E R A
T ?

5) T EEFEXREH, getlineRIZER
R4 iR ?



ERVFEIXE
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Heterogeneous Data Structures &
Alignment

57



Outline

* Struct
« Union
- Alignment

58



Structures

» Group objects into a single object

struct rect {
int 11x; /* X coordinate of lower-left corner */
int 1ly; /* Y coordinate of lower-left corner */
int color; /* Coding of color */
int width; /* Width (in pixels) */
int height; /* Height (in pixels) */

59



Structure

+ Each object is referenced by name
struct rect r;

11x = r.11ly = O;
.color = OxFFOOFF;
.width 10;
.height = 20;

r
r
r
r



Structure

int area (struct rect *rp)

{

return (*rp).width * (*rp) .height;

}

void rotate left (struct rect *rp)

{
/* Exchange width and height */

int t = rp->height;
rp->height = rp->width;
rp->width t;

61



Structures

 Memory layout

- All the components are stored in a contiguous
region of memory

- A pointer to a structure is the address of its first
byte CAK/ &/ Mbk>

62



Structure

struct rec {
int 1i;
int j;
int a[3];
int *p;

} *r;

Offset 0 4

20

Contents i

a[0]

a[l]

a[2]

63



Structure

- References to structure elements
- Using offsets as displacements

r->j = r->i  (Copy element r->i to element r->j)

r is in register %edx.

1 movl $edx), %eax Get r->i
2 movl $eax, 4 (%edx) Store in r->j
Offset 0 4 8 20

Contents i i al0] | a[1] | a|2] p

64



Structure

&(r->al[i])

r in %eax, i in %edx:

1l leal 8 (%eax,%edx,4) ,%ecx Generate &r->a[i]
Offset 0 4 8 20

Contents i i al0] | a[1] | a|2] p




Structure

r->p = &r->al[r->1i + r->j];

r in register 3%edx:
1 movl 4 (%edx), %eax Get r->j
2 addl (%edx), $%eax Add r->1i
3 leal 8 (%edx, %eax,4) ,b%eax Compute &r->a[r->i + r->j]
4 movl %eax, 20 (%$edx) Store in r->p
Offset 0 4 8 20

Contents i i al0] | a[1] | a|2] p

66



Unions

© AN/ Ay, [F - BONAEA AR T 2
* A single object can be referenced by using
different data types

* The syntax of a union declaration is identical
to that for structures, but its semantics are
very different

* Rather than having the different fields
reference different blocks of memory, they
all reference the same block

67



Unions

struct S3 { The offsets of the fields, as well as the

char c; total size of data types S3 and U3, are:
int 1[2]; Type | ¢ i v | size
double v; s3| 0 4 1220

i us| o0 0 O | 8

union U3 {
char c;
int i[2];

double v;
};

68



Unions

struct NODE ({
struct NODE *left;
struct NODE *right;
double data;

};

union NODE ({
struct {
union NODE *left;

union NODE *right;

} internal;
double data;

};

69



Unions

struct NODE ({
int 1is leaf;
union {
struct {
struct NODE *left;
struct NODE *right;
} internal;
double data;
} info;

};

70



Unions

return temp.u;

1 unsigned float2bit(float
2 {

3 union {

4 float £;

5 unsigned u;

6 } temp;

7 temp.f = £;

8

9

£)

1 movl 8 (%ebp) , %eax

71



Unions

= W N B

1

unsigned copy (unsigned u)

{

return u;

movl

8 (%ebp) ,

$eax

72



Alignment

- Alignment restrictions

The address for some type of object must be a
multiple of some value k (typically 2, 4, or 8)

Simplify the hardware design of the interface
between the processor and the memory system

A& RS AN R 1R A 1
(HEZM R CATRE IR VT RN NAF,  #1ln1~double)
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Alignment

- TnIA32

- hardware will work correctly regardless of the
alignment of data

- Aligned data can improve memory system

performance
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Alignment

» Linux alignment restriction
- 1-byte data types are able to have any address

- 2-byte data types must have an address that is
multiple of 2

- Any larger data types must have an address that
is multiple of 4

75



Alignment

+ Windows

~ ﬁfhjﬂKBﬁéﬁﬁ%’@iﬂ,
S [A) R [E], RCRE

Sk bk — e e KRB
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Alignment

- malloc()
- Returns a generic pointer that is void *
- Its alignment requirement is 4

* Linux memalign family
- Wvoid *memalign (size_t alighment, size_t size);
- Srficsize K/ANAAT, alignment FIEEEUREAE  Hodik,
RN HuhE, Hdalignment D202 2 R EL £
- http://man7.org/linux/man-
pages/man3/posix_memalign.3.html
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a0y SEBLXS 55 70 B AR TR 72 7

void* aligned_malloc(size_t required_bytes, size_t alignment) {
void* p1; // original block
void** p2; // aligned block
int of fset = alignment - 1 + sizeof(void*); //%f5% iz mFsalignment-1
if ((p1 = (void*)malloc(required_bytes + offset)) == NULL) {
return NULL;
}
p2 = (void**)(((size_t)(pl) + of fset) & ~(alignment - 1));
p2[-1] = pl;
return p2;
}
void aligned_free(void *p) {
free(((void**)p)[-11);
}
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Alignment

» Structure data type
- may nheed to insert gaps in the field allocation

- may heed to add padding to the end of the
structure

- Structure 3 5F RN = 5 R ot 2= IR 55 H)
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Simple Example

struct xxx {
int i;
char c;
double d;

};

struct xxx x[2];

StructZARX} RN
HEFHERK TR RE
(BN 8T

0x00

0x04

0x08

0x0Cj

0x10

0x14

&x[0] .1

&x[0] .d

&x[1] .1
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Complex Example

struct xxx {
short s;
char cO;
int i;
long 1;
char cl;
char a[2];
double d;

char c2;

};

struct xxx x[2];

0x00

0x04

0x08

0x0Cj

0x10

0x14

0x18

0x1Cj

0x20

&x[1].
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Array

struct ccc {
char cl;

char c2;

};

struct ccc c[2];

0x00

0x04_

0x08

0x0C

0x10

0x14

&c[0].

&c[0].

l&c[1l].

&c[1l].

cl

c2
cl

c2
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Array

struct ccc {
char cl;
short a[3];

char c2;

};

struct sss s[2];

0x00

0x04

0x08

0x0Cj

0x10

0x14

&s[0]
&s[0]

&s[0]

H&s[1] .
.a[0]

&s[1]

&s[1]

.cl
.a[0]

.c2

cl

.c2
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Array

struct 1ii { 0x00 &s[0] .cl
char cl;
. 0x04 &x[0] .1
int a[3]; ® x[0].1
char c2; 0x08
};
0x0Cj
struct iii i[2];
0x10 &s[0] .c2

0x14 &s[1l].cl
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typedef union { /I 32K LA EE T

struct{ [lup@eax, dest@edx
short v; void get(u_type *up, TYPE *dest) {
short d: *dest = EXPR;
Int s; } o ‘

} 11; EXPRIyJy 9L FAR, SKTYPEHIget

' PRI Y G AR

struct{ 1. up->t1.s
int a[2]; 2. up->t1.v
char *p; 3. &up->t1.d

} 2; 4. up->t2.a

Ju_type:; 5. up->t2.a[up->t1.s]

85

6. *up->t2.p




typedef union {

struct{
% 53| % % short v:.
short d;
/I 32K WLEFBE R \ o
[lup@eax, dest@edx struct{
void get(u_type *up, TYPE *dest) { int a[2];
*dest = EXPR; char *p;
) } 12;
NS ST . Ju_type;
EXPR7; A ALLMMER, RTYPEARIget
PR HVE 2R A 1) int, movl 4(%eax), %oeax movl %eax, (Yoedx)
1. up->t1.s 2) short, movw (%eax),%ax movw %ax, (Yoedx)
2. up->t1.v 3) short *, leal 2(%eax), %eax movl %eax, (Yoedx)
3. &up->t1.d 4) int *, movl %eax, (Yoedx)
4. up->t2.a ,
5) int, movl 4(%eax), %ecx movl (%eax, %ecx, 4),
9. up->t2.a[up->t1.s]
6. *up->t2.p Yoeax movl %eax, (%edx) o6
6) char, movb 8(%eax), %al movb al, (%edx)



R E B T 2R AR, TR X

1 typedef struct ELE *tree_pftr; /] FKixtree_ptrsihr b ELE* A
2 struct ELE {
3 tree_ptr left;
4 tree_ptr right;
5 long val;
6 }
T W REEA  long trace(tree_ptr tp); GCCr 4 | NIl HIx86-644H5:
1 trace: ; Tp in %rdi
2 mov! $0, %eax
3 testq Yordi, %ordi
4 je L3
5 L5
6 movq 16(%rdi), %rax
7 movq (%rdi), %rdi
8 testq Yordi, %ordi
9 jne L5
10 L3
11 ret SRR [E], 3 [EE — BRE Yorax H

(D 55 HiZR B G CTHE SR, £ Hwhilefi?h;  (2) HHRIESREZEE T

P= ]t
At o



r/\2%$

* Long ret = 0O;
+ While (tp) {
ret = tp->val;
. tp = tp->left:
)
* Return ret;
» R Z X s T R val
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