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temp = v[k];

High Level Language v[k] = v[k+1];
Program v[k+1] = temp:
Compiler / iLImIa<S
L7¢ lw $15, 0($2)
Assembly Language
'ftl: F'rc].gram IW $16, 4($2)
4 sw $16, 0($2)
Assembler sw $15, 4($2) — th=8iesS
1000 1100 0100 1111 0000 0000 0000 0000

Machine Language 1000 1100 0101 0000 0000 0000 0000 0100
Program 1010 1100 0101 O0O00 OOOO OO0O0O 0000 0000
1010 1100 0100 1111 0000 OO0O0O 0000 0100

Machine Interpretation

Control Signal ... , EXTop=1,ALUSelA=1,ALUSelB=11,ALUop=add,
(s Specification lorD=1,Read,MemtoReg=1,RegWr=1,......

spes —» 11111001011 ..
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Intel x86 Processors
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| Intel x86 Evolution: Milestones

Name Date Transistors MHz

» 8086 1978 29K 5-10
* First 16-bit Intel processor. Basis for IBM PC & DOS
« 1MB address space

* 386 1985 275K 16-33
* First 32 bit Intel processor , referred to as 1A32
* Added “flat addressing”, capable of running Unix

* Pentium 4E 2004 125M 2800-3800
* First 64-bit Intel x86 processor, referred to as x86-64

* Core 2 2006 291M 1060-3333
* First multi-core Intel processor

e Core i/ 2008 731M 1600-4400

 Four cores



| Intel x86 Processors, cont.

 Machine Evolution

+ 386 1985 Integrated:Memory Controller~:3:Ch DDR3:
Pentium 1993 | | - ye
Pentium/MMX 1997
Pentium Pro 1995
Pentium 4 2000
Core 2 Duo 2006
Core 17 2008 v
Core i7 Skylake 2015 1.
Xeon Skylake-SP 2017 Shared L3 Cache

» Added Features
« Instructions to support multimedia operations
* Instructions to enable more efficient conditional operations
 Transition from 32 bits to 64 bits
* More cores

Core0 Core 1 Core2 Core3 -




Intel x86 Processors, cont.

» Past Generations Process technology

e 1St Pentium Pro 1995 600 nm

o 15tPentium Il 1999 250 nm

« 15t Pentium 4 2000 180 nm

* 1t Core 2 Duo 2006 65 nm Process technology dimension
« Recent & Upcoming Generations = width of narrowest wires

1 Nehalem 2008 45 nm (10 nm = 100 atoms wide)

2. Sandy Bridge 2011 32 nm .

3. lvy Bridge 2012 22 nm

4. Haswell 2013 22 nm

5. Broadwell 2014 14 nm

6. Skylake 2015 14 nm

7. Kaby Lake 2016 14 nm

8. Coffee Lake 2017 14 nm

9. Cannon Lake 2018 10 nm

10. Ice Lake 2019 10 nm

11. Tiger Lake 2020 10 nm


https://www.bilibili.com/video/BV1bE411C76e/?spm_id_from=333.788.recommend_more_video.1

: Coffee Lake

. CPU i CPU @ CPU .
Core 1 Core Core

RInGYAlinte neonnecily Foo
e ‘ i B difaiCapabilities |

Core I Core -

« Mobile Model: Core m Server Model: Xeon E

17/
e 2932 GHz " Integrated graphics
« 45 W m Desktop Model: Core i7 " Multi-socket enabled
" Integrated graphics " 3.3-3.8Ghz
= 80-95W

= 2.4-4.0 GHz
= 35-95W



|x86 Clones: Advanced Micro Devices (AMD)
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| Intel’s 64-Bit History
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| Our Coverage

* |A32

* The traditional x86
* shark> gcc —m32 hello.c

» X86-64
* The emerging standard
* shark> gcc hello.c
* shark> gcc —m64 hello.c
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| iR A R

0.1101

KA ARSI AN o
Tﬂ%éﬁﬁﬁwﬁ\ 1647 B 324 B %k vobo.

o TR Z B ARIE EAIB RIS B A _tiop

o BRAFHGHFHESE SN, S0 LT TR E:

EAX/AX |Accumulator | {FHCGRERRZETE 2 B EEZL
EBX/BX |Base A7 AT B o 1) A2 HB 1
ECX/CX |Count ey an L IE]

Heikia B AL R o0 AR
FRiZia S ER 0 PR AR

EDX/DX |Data




« EAX. EBX. ECX. EDX

mov eax, 10 | 00 | 00| 00|0a

mov ax, 10 | XX | XX 00| 0a
mov ah,10 | XX | XX 0a XX

mov al,10 XX | XX XX Oa




o WRFHFEILHIN
o BERIVEN320 FF 74y, N AIE NI6AL ZF A7 o5
« ESPHIEBP (E{ SPHIBP) , H TiikkielE
« ESIFIEDI (8¢ SIFIDD , HTHEE

o AR LAE N B &5 A7 4% 15 H

| RETR AR A RS

ESP/SP |stack pointer HEM TR ET B A7 2%

EBP/BP |(stack)base pointer | (MEAR)FEHLTE4T F 1725
ESI/SI |source index YR AR B AT 78

EDI/DI |destination index ERNR SRy




2. R AR

52 TREM B FesEIP/IP (Instruction Pointer)
%ﬁ*AWﬁ%m T ) 2 A 7 A B FE 2

éawMWﬁ¢m$~A% 5, EIP/IPHLE hE N,
f8 I N —F8 2 it

o FRIT RASGENTEIP/IPHEAT A7 B e/
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o FrE 17 EREFLAGS/FLAGS

%?T AN B AR HRAS H B R

- M.8086%1/80286, M80386%F!Pentium, #nEZFfEes
NEBELEARY 78
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AR AR AL

* 8086 AL 1 T SLIHI9 A i or ] /2 80XBB i A
A SR G PITSE A 1R 07
1110 9 8 7 6 5 4 3 2 1 O

OFDF IF|TFSFZF AR PE [CF

R

TR
J I—’iﬁ@ﬁ?ﬁ

I, fEH =
SRNISTY TR > ZH bR
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|4&%ﬁ%

C B
o ST Ab T g8 A A B A7 AR B S AL R i A
. %ﬁ: %@%/{\%{&ifjﬁ%ﬁ, EX BF A7 2R M D Re A S 0 AR 0T 2

%47 9% (Code Segment)
%y 1775 (Data Segment)
EX %7 1725 (Extra Segment)
LB Zr17es (Stack Segment)
) B I B A AT A
o0 B D B A AT AR

« 80X86 M S EL R L BN EUE N B B 72
e Movds, 1000H FEvE
« Movax, 1000H  mov ds, ax&iE




* 6407 AL
« X86-6415 24T e T IA3211) 324 A f¥ 45
« AT E'e’, Y%eax->%rax, Yoesp->%rsp
o JIN T8 AT A
* %r8~%r15
o I HXMM 7 53

e %XxmmO0~%xmm15, 1287, fe F44-float, =24~

double



| X86-64 Integer Registers

$rax

$eax

$rbx

$ebx

$rcx

$ecx

$rdx

$rsi

$esi

srdi

$edi

srsp

sesp

srbp

sebp

$r8 $r8d

$r9 $r9d

%rl0 $rl0d
srll $rlld
%rl2 srl2d
%rl3 $rl3d
srld $rldd
srl5 $r15d

 Can reference low-order 4 bytes (also low-order 1 &

2 bytes)
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T AR A

« FEMARRERK, #RI0 T 27 HR T
o A B TR

o RIAFf SR o dk

o FRAEAE S HIE (Memory Address)
o BEMENE LT LA T N ERAAE A BT

« Bl 7954wk (Byte Addressable)

o — AT (Byte) T84 iEHIfL (Bit)

o ZHEHIA R EAEEE B/ DAL

o« 166 (2T MR — D (Word)

« 32 (AN HR— X (Double Word)




| AR
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« 2NCIEE XMH: pl.c p2.c

* ik 4Y: gece -0g pl.c p2.c -0 p
» Use basic optimizations (-Og) [New to recent versions of GCC]
* Put resulting binary in file p

text

text

binary

binary

Cprogram (pl.c p2.c)

A\ 4

Compiler (gcc -0g -S) ZmiEss

Asm program

(pl.s p2.s)

A

y

Assembler (gcc or as)/C 4R %

Static libraries

Object program (pl.o p2.0) (.a)

Linker (gcc or 1d) FEH#E5s

Executable program (p) «




Compiling Into Assembly

C Code (sum.c)
Generated x86-64 Assembly
long plus(long x, long y): sumstore:
pushqg srbx
void sumstore(long x, long y, movqg rdx, %rbx
long *dest) call plus
{ movq $rax, (%rbx)
long t = plus(x, y):; popq srbx
*dest = t; ret
}

Obtain (on shark machine) with command
gcc -0Og -S sum.c
Produces file sum. s

Warning: Will get very different results on other machines (Andrew

Linux, Mac 0S-X, ...) due to different versions of gcc and different
compiler settings.



#include <stdio.h> “gcc —c test.s —o test.0” JGtest.siCéRAtest.o
:(”t main () “objdump -d test.0” §test.o RiCHwA.s3M4
prlntf( “he”O, world\n” ) , 00000000 <add>:
return O; _ : 5
} . ||B5 push %ebp

0
. 1. (|89 e5 mov %esp, %ebp
ggg g :::.ic_;)otteess;t.sl 3: ||83 ec 10 [sub $0x10, %esp
J 1, ' 6: ||8b 45 0c {mov O0Oxc(%ebp), Yoeax
test.s 0:
add: C
pushl%ebp f

gcc =S test.c —o test.s 8b 5508 |mov 0x8(%ebp), %edx
8d 04 02 |lea (%edx,%eax,1), %eax
89 45 fc |mov %eax, -0x4(%ebp)

movl %esp, %ebp 12:||8b 45 fc |mov -0x4(%ebp), Y%eax
subl $16, %esp 15:||c9 leave

movl 12(%ebp), Y%eax 16:/c3 ret

movl 8(%ebp), %edx / el el

leal (eedx, %eax), %eax (gl MBES CHIES
movl %eax, -4(%ebp)

movl L(%ebm/oeax
leave MESINSRICHEESIANICHEESEIHEER

ret




o« Y as

* as, gecH S 1T g 7%
o« BEREAY

e |d
5

e Gdb

> S G A
vobjdump -d sum

$ as hello.s -0 hello.o

$ Id hello.o -0 hello

$ ./hello

$ echo $? #AITHIIR[EME

[root@master test]# vim hello.s
[root@master test]# as -o hello.o hello.s

[root@master test]# 1ld -o hello hello.o
[root@master test]# ./hello
hello world!

v Useful tool for examining object code

v Analyzes bit pattern of series of instructions

v Produces approximate rendition of assembly code

v' Can be run on either a. out (complete executable) or . o file




Object

0x0400595:
0x53
0x48
0x89
0xd3
Oxe8
Oxf2
Oxff
Oxff
Oxff
0x48
0x89
0x03
0x5b
Oxc3

Alternate Disassembly

Disassembled

Dump of assembler code for function sumstore:
0x0000000000400595 <+0>: push $rbx
0x0000000000400596 <+1>: mov %rdx, 3rbx
0x0000000000400599 <+4>: callg 0x400590 <plus>
0x000000000040059%e <+9>: mov $rax, (3srbx)
0x00000000004005a1 <+12>:pop $rbx
0x00000000004005a2 <+13>:retqg

« Within gdb Debugger

gdb sum

disassemble sumstore

 Disassemble procedure

x/14xb sumstore

« Examine the 14 bytes starting at sumstore



What Can be Disassembled?

$ objdump -d WINWORD.EXE
WINWORD.EXE: file format pei-i386

No symbols in "WINWORD.EXE".
Disassembly of section .text:

30001000 <.text>:

30001000:

30001001:

30001003 Reverse engineering forbidden by
30001005 : Microsoft End User License Agreement
3000100a:

 Anything that can be interpreted as executable code
 Disassembler examines bytes and reconstructs assembly source



EWERE 104
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o INAEEAEH I B AL F6t B FRVE gm e 2 tn T B
N, BWCPUJUEIRAS: CS=2000H, IP=0000H, i%

HHIFSPATIFA

Hh hE N Xt Wil gmts 4 Hh hE N X IC Gmts 4
10000H |BS8 mov ax, 0123H 20000H |B8 mov ax, 6622H
23 22
01 66
10003H |B8 mov ax, 0000 20003H |EA Jmp 1000:3
00 03
00 00
10006H |8B mov bx, ax 00
D8 10
10008H |FF jmp bx 20008H |89 mov cX, ax
10009H [E3 Cl

VE% >0




 Mov ax, 6622H
* Jmp 1000:3

* Mov ax, 0000

* Mov bx, ax

« Jmp bx

* Mov ax, 0123H
« DHIL
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